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AES, DES, 3DES, CAST, Blowfish, IDEA
RSA, Diffie Hellman, ECC, EL Gamal,
Hashing — Asymmetric — symmetric

Steganography

Industrial Applications

PLC, Step5 | Step7, Logo

MODBUS, LSV/2, UMATI, FANUC FOCAS
MTCONNECT, OPC UA, ETHERNET/IP,
HMI/SCADA

Malware Development

C | C++ | C# Programming Language
Windows API | Linux API

Api Hooking

GCC/ G++

Windows internals

28

Lo)e0
IRANCTF a2 2id o Culs) g jgoi)ld 0)93 (Ja09>



[:

RAN CTF }

IRAN CTF

oWl

e ot

o>hb closjes [o=]

Web

e HTML, CSS, Javascript

e PHP
° SQL
e OWASP

System Programming

Z'Zg%ﬁ ° C++ | C
%/‘/’// e Python
e GCC/G++

e Windows API
e Windows internals

° linux

Network

° Network+
e  Security
e CEH
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CAPTURE THE FLAG

Vulnerability Identification
CTF (Capture The Flag)
Docker

Software Documentation
Responsibility
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